
DATA PRIVACY AND 
GOVERNANCE  101

REQUIRED TRAINING FOR ALL  
Talladega County Schools Employees



In 2013, and in response to an 
increasing amount of data being 
collected both electronically and in 
hard copy, the State Board of 
Education of Alabama implemented 
a requirement that all local boards of 
education have a Data Governance 
Policy that addresses areas seen as 
critical in safeguarding student 
personally identifiable information 
(PII).

Why a Data 
Governance 

Policy?

http://ptac.ed.gov/glossary/personally-identifiable-information-pii
http://ptac.ed.gov/glossary/personally-identifiable-information-pii


What does DATA GOVERNANCE MEAN?

Data Protection and Privacy

Ensuring the security of sensitive and personally 
identifiable information (PII) and mitigating the risks 
of unauthorized disclosure

Data Security

In its most basic definition, data security means 
protecting information and information systems 
from unauthorized access, use, disruption, or 
destruction



Data Protected by The Data Governance Policy

● Speech, spoken face to face, or communicated by phone or any current and 
future technologies

● Hard copy data printed or written

● Communications sent by post/courier, fax, electronic mail, text, chat and or 
any form of social media, etc.,

● Data stored and/or processed by servers, PC’s, laptops, tablets, mobile 
devices, etc.

● Data stored on any type of internal, external, or removable media or cloud 
based services



How Can We Protect Data and Privacy?
Strategies Already in Place or Being Implemented in the Future

- Provide a website with data policies

- Provide guidelines for all contracts and MOAs 

that involve data

- Review of the Laws

- Train staff on data governance, privacy, and 

security

- Make students aware

- Incorporate secure means for accessing data 

files

- Incorporate secure means for sharing and 

storing data

- Enforce mandatory password changes

- Update, maintain, and monitor firewall 

- Update, maintain,  and monitor virus 

protection 

- Update, maintain, and monitor Internet 

filtering 

- Backup key data to off-site server



FERPA - (Federal Education Right to 

Privacy Act of 1974) gives parents 
access to their child's education 
records, an opportunity to seek to 
have the records amended, and some 
control over the disclosure of 
information from the records. With 
several exceptions, schools must have 
a student's consent prior to the 
disclosure of education records after 
that student is 18 years old. The law 
applies only to educational agencies 
and institutions that receive funding 
under any program administered by 
the U.S. Department of Education.

FERPA

https://en.wikipedia.org/wiki/United_States_Department_of_Education


Directory information is part of the Education Record 
and includes personal information about a student.

By law, school systems may disclose directory 
information if it has given public notice to parents of 
students in attendance and eligible students in 
attendance concerning “directory information.”  
(Responsibilities and Privileges)

Directory
Information
And
FERPA

The Talladega County School System respects the privacy of 
students and does not share this information unless 
approved.  Any large data export of information from iNow 
or other mass export MUST be approved by the DATA GOV 
committee and the vendor must have a signed MOA. 
Export/Import will be completed by the Technology Offices.



What Constitutes PERSONALLY IDENTIFIABLE 
INFORMATION (PII)?
Information that, alone or in combination, is 
linked or linkable to a specific student that 
would allow a reasonable person in the school 
community, who does not have personal 
knowledge of the relevant circumstances, to 
identify the student with reasonable 
certainty; and information requested by a 
person who the educational agency or 
institution reasonably believes knows the 
identity of the student to whom the education 
record relates



PII and Confidential 
Information must not be 
downloaded, copied or 
printed indiscriminately 
or left unattended and 
open to compromise. 

PII that is downloaded for 
educational purposes 
should be de-identified 
before use, whenever 
possible.

Downloading 
and Printing 
Confidential 

Data



Who Can 
Access Data/PII 

in TCBOE 
Systems?

Access will be granted on a “need 
to know” basis and must be 
authorized by the 
Superintendent, Principal, 
immediate supervisor, or Data 
Governance Committee with the 
assistance of the Technology 
Coordinator/Data Governance 
Officer.  

On a case-by-case basis, 
permissions may be added to 
those already held by individual 
users in the student management 
system, again on a need-to-know 
basis and only in order to fulfill 
specific job responsibilities.



Mass Downloads to fulfill any 
request from an outside entity 
must be approved by the Data 
Governance Committee.

When transferring PII to 
external entities such as 
software or application vendors, 
textbook companies, testing 
companies, or any other web 
based application, etc., the 
external entity must outline and 
ensure compliance to FERPA & 
any other laws or policies 
through a *Memorandum of 
Agreement (MOA).

Mass 
Downloads and 
Sharing of Data 

with External 
Entities

*A sample MOA can be found in the Data 
Governance Policy



The Children's Internet Protection Act (CIPA) addresses 
concerns about children's access to obscene or harmful 
content over the Internet. 

CIPA requires schools or libraries that receive discounts 
for Internet access or internal connections to have an 
Internet safety policy that includes technology 
protection measures. 

The protection measures must block or filter Internet 
access to pictures that are: (a) obscene; (b) child 
pornography; or (c) harmful to minors (for computers 
that are accessed by minors).

CIPA



The Children's Online Privacy Protection Act 
("COPPA") specifically protects the privacy of children 
under the age of 13 by requesting parental consent 
for the collection or use of any personal information 
of the users.

The Act was passed in response to a growing 
awareness of Internet marketing techniques that 
targeted children and collected their personal 
information from websites without any parental 
notification. 

The Act applies to commercial websites and online 
services that are directed at children.

COPPA



Best Practices
Protecting 
Student Privacy 
and COPPA 

- Be aware of which online educational 
services are currently being used in your 
district

- Have policies and procedures to evaluate 
and approve proposed educational services

- When possible, use a written contract or 
legal agreement

- Be transparent with parents and students



- When vendors, contractors, and 

other service providers rely on a 

Terms of Service (TOS) agreement 

that is not negotiated

- Usually offered in the form of an “I 
agree” check-box

- These agreements are referred to 

as “click-wrap” agreements and can 

operate as a provider’s 

legally-binding contract

Click-Wrap 
Agreements



- Click-Wrap agreements could 

potentially lead to a violation of 

the Family Educational Rights and 

Privacy Act (FERPA), the 

Protection of Pupil Rights 

Amendment (PPRA), or other laws, 

as well as privacy best practices.

Click-Wrap 
Agreements

- The best way to handle a 

“click-wrap” agreement is to allow 

someone in the District 

Technology Offices to review it. If 

you “click” then YOU AGREE!



When using an online app/site/tool, it is 
ESSENTIAL that the Terms of Service (TOS) be 
reviewed thoroughly.

The language in a TOS should be clear that the 
data collected cannot be used to advertise or 
market to students.

The amount of data collected by the provider 
should be limited to only what is necessary to 
fulfill the obligations of its agreement with the 
school or district.

Consult the Technology Department to 
determine if the app/site/tool  has been 

approved for use in the district or if it poses 
any significant risk to the disclosure of 

student PII.

Online 
Apps/Sites/

Tools 



Best Practices for Email
- Always use your assigned tcboe.org email to communicate with students, 

parents, community members, vendors, educational entities, etc.

- Do NOT send PII through email or email attachments.  Best practice is to 
share information through secure transfer portals or direct sharing (not 
through link creation, etc) within Google Drive.

- When composing emails, use care to refrain from using 
         compulsive or unprofessional communications.



- Any email exchanged by school system 
employees about individual students is 
public record.

- Any email pertaining to a particular 
student is discoverable in a due process 
situation or other legal action.

- The nature of email lends itself to 
impulsive, overly informal, and sometimes 
unprofessional communication.

- ALL email (received, sent, and deleted) 
within the Google Apps for Education 
Suite is stored within Google Vault for 
“e-discovery” purposes for a period of 
EIGHT years.

Legal 
Considerations 

of Email



Data encryption should be 

utilized during data transmission 

over  communications networks 

to minimize against 

unauthorized access.  

Note:  Emails exchanged within 
the tcboe.org and tcboe.net 

domains are encrypted, 

however, emails to and from 

outside entities have no 

guarantee of encryption 

protocols.

Security of 
Data 

Transmission



Phishing is when scam artists send 

official-looking emails, attempting to 

fool you into disclosing your personal 

information — such as user names, 

passwords, banking records or 

account numbers, or social security 

numbers — by replying to the email or 

entering it on a phone website. 

Phishers can pretend to be from a 

legitimate bank, organization, 

government agency, or store, or claim 

to be the host of a lottery or contest.

Phishing



Identifying Phishing
- Identify the Sender. Do you know this person? Were you expecting email from 
this person or does it fit in with your job role? If not, it is probably suspicious.
- Reply-to. If the Reply-to address is different from the sending address, this 
should raise your suspicion for the whole message
- Links and Attachments. If you were not expecting an attachment or a link, and 
you do not know the sender, do not open it! If you are not sure, check with the 
sender by phone (don’t use a phone number in the email), otherwise report it.
- Grammar and Tone. Many of the malicious emails sent have poor grammar, 
punctuation and spelling. In addition, you should know how your co-workers 
communicate. Does this message sound like them? If not, it is probably malicious.
- Emotions. Be wary of any e-mails trying to cause certain emotions. The most 
commonly-used malicious emotions are greed, urgency, curiosity, and fear. 



- Be on the lookout for suspicious 

emails or text messages.

- Don’t click on links or attachments 

in suspicious emails or text 

messages.

- If you are still tempted to click, 

pick up the phone instead.

Tips to Avoid a 
Phishing Scam

All TCBOE  employees who receive suspicious 
email should report it immediately to 

joseph.turner@tcboe.org. 
Even if you are not sure, it is better to have the 

message checked first.



So...What Else 
Should You 

Know?

- Keep your login information
and access to data private and 
protected.

- Do not keep student PII downloaded to 
your laptop or other mobile device 
unless the  data is encrypted.  BEST 
PRACTICE - Do not store educational 
records/PII on devices that leave secure 
locations on campus.

- Never share your device with anyone 
when you are signed in, or data is 
accessible.  BEST PRACTICE - Do not 
share your device.

- Never discuss student PII in public 
places.



It is the policy of Talladega County Schools that data or information in all its 
forms--written, electronic, or printed--is protected from accidental or 
intentional unauthorized modification, destruction or disclosure 
throughout its life cycle.  This protection includes an appropriate level of 
security over the equipment, software, and practices used to process, store, 
and transmit data or information.

The Big Picture



Talladega County Schools Data Governance Policy
- Outlines how operational and instructional activity shall be carried out to 

ensure Talladega County Schools’ data is accurate, accessible, consistent, and 
protected. 

- The document clearly establishes who is responsible for information under 
various circumstances and specifies what procedures shall be used to manage 
and protect it.

- The Talladega County School District follows all local, state, and national laws:
The district will abide by any law, statutory, regulatory, or contractual 
obligations affecting its data systems. 

https://docs.google.com/viewerng/viewer?url=https://www.tcboe.org//cms/lib/AL50000083/Centricity/Domain/45/Data+Governance+Policy+2020-2021.pdf


So...What are 
YOUR 

responsibilities?

Review the Talladega County Schools 
System Data Governance Policy.

Note any procedural items pertaining 
to your job responsibilities.

Ask questions if you do not understand 
any part of the policy or need 
clarification.

When in doubt, err on the safe side.
  
Seek assistance from  an expert or look 
over the PTAC online site before 
disclosing any data.

Complete ANNUAL Data Governance 
Training.

https://docs.google.com/viewerng/viewer?url=https://www.tcboe.org//cms/lib/AL50000083/Centricity/Domain/45/Data+Governance+Policy+2020-2021.pdf
https://docs.google.com/viewerng/viewer?url=https://www.tcboe.org//cms/lib/AL50000083/Centricity/Domain/45/Data+Governance+Policy+2020-2021.pdf
http://ptac.ed.gov/


Email Questions to:
 
Dr. Brooke Morgan 
Coordinator of Innovative Learning
brookemorgan@tcboe.org


